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At the time of writing, it appears that the global economic system is in the grips of a massive shock. Debt capital markets are not 
functioning as they have functioned over the past half decade, liquidity is tight and credit, where it can be obtained, is becoming 
increasingly costly. Though the global default and bankruptcy rate has been at record lows over the past three to four years, the 
re-emergence of inflation, capital market disruptions and an apparent move towards recession in the U.S economy seem to represent 
a suite of forces likely to drive bankruptcy and corporate insolvency rates higher.

This being so, James Routledge’s article on decisions relating to the entry into voluntary administration is particularly timely. James 
has a track record of providing insightful critiques into the operation of aspects of Australia’s corporate insolvency regime, and his 
latest work on the subject only goes to further establishing his credentials as a key thought leader in the area. 

In a climate where financial institutions are facing considerable liquidity and funding pressure (not to mention political pressure in 
relation to rate setting), Josephine Donato’s analysis of the impact of competition on credit risk and performance in financial services 
lending is also timely and interesting.

Gordon Mackenzie has contributed a very interesting piece pertaining to the taxation of infrastructure, a vital and growing asset 
class, while Suresh Cuganesan and David Lacey provide a thought provoking discussion of issues pertaining to control systems and 
fraud, a perennial concern of any well governed organisation.

Tyrone M Carlin & Guy Ford, Sydney

December 2007.
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1. Introduction

Recent and prominent corporate collapses have made 
fraud response foremost upon the agenda of organisations, 
regulators and policy formulators. Subsequent research on fraud 
prevention and detection has focused primarily on financial 
statement fraud (for example, Braun, 2000; Knapp and Knapp, 
2001; Rezaee, 2005). This paper contends that organisations 
face another pressing fraud problem; the prospect of identity 
fraud. Available evidence indicates that this form of criminality 
is significant and wide-ranging, with current assessments of 
its impacts against businesses exceeding billions of dollars 
each year (Cabinet Office, 2002; Cuganesan and Lacey, 2003; 
General Accounting Office, 1998; , 2002). In the United States 
(US), for example, identity theft is described as growing at a 
rate of 30% per annum, with its losses estimated at reaching 
US$8 billion by 2005 (Supreme Court of the State of Florida, 
2002)1. In the United Kingdom (UK), identity fraud has 
been estimated as costing GBP 1.3 billion (Cabinet Office, 
2002). While its impact is sizeable, the role of organisations 
in responding to identity fraud has been largely overlooked 
in the literature to date (for an exception, refer to Lacey and 
Cuganesan, 2004).

Despite the importance of identity fraud as a threat, prior 
research has been largely descriptive, enumerating identity 
theft cases often as a precursor to discussions about potential 
solutions (for example, Givens, 2000; Graycar and Smith, 
2002; Moore, 2002; Willox and Regan, 2002). An alternative 
strand of research has considered the role of governments and, 
in particular, the relevance of existing legislative provisions 
and the efficacy of penalties towards identity fraud (Matejkovic 
and Lahey, 2001; May, 2002). While governments consider a 

variety of responses ranging from increased data matching to 
the issuance and use of national identity cards, overlooked has 
been the role of organisations in responding to identity fraud, 
with significant questions remaining about how commercial 
businesses and government agencies can better manage their 
performance in combating identity fraud.

This paper presents initial exploratory evidence from 
Australian organisations on their response to identity fraud. In 
so doing, a framework for analysing identity fraud response is 
developed in terms of a ‘value-chain’ of activities performed. 
Results from data collection at 29 of Australia’s public and 
private-sector organisations are then presented. This involves 
information on the value-chain of activities performed by 
organisations in responding to identity fraud and the associated 
losses. The paper ends with a discussion of the challenges for 
organisations in controlling identity fraud, together with areas 
for further research. 

2. Identity Fraud Response: A Framework For Analysis

2.1 The Identity Fraud Construct

Prior research on identity fraud has largely been driven 
by government and government-sponsored agencies. Overseas 
examples of government agencies and their work on identity 
fraud include the UK Cabinet Office (2002), and the US GAO 
reports (1998; 2002). Within Australia, a dearth of publicly 
available government research exists, with an exception being 
Main and Robson (2001), an abridged version of a non-public 
report on identity fraud risks to Commonwealth agencies. More 
‘academic’ research has focused on legislative and regulatory 
‘solutions’ (Matejkovic and Lahey, 2001; May, 2002). Due to 
its formative nature, prior research on identity fraud has yet to 
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empirically investigate the role of organisations in responding 
to identity fraud. In addition, its nature can be characterised as 
fragmentary.

For example, previous identity fraud studies have utilised 
a multitude of different definitions. Identity fraud has been 
variously defined as an “individual falsely representing him 
or herself as either another person or a fictitious person to 
an organisation for some benefit” (Main and Robson, 2001), 
involving “the illegal use of personal identifying information…
to commit financial fraud” (General Accounting Office, 1998), 
and arising “when someone takes over a totally fictitious name 
or adopts the name of another person with or without their 
consent” (Cabinet Office, 2002). Each defines identity fraud 
differently, the first focusing on the use of real or fictitious 
identities for benefit, the second for financial benefit, and the 
third different again, being the use of another person’s name 
only, but for any purpose. More recently, identity fraud has been 
conflated with identity theft (BITS Fraud Reduction Steering 
Committee, 2003). It is perhaps for this reason that estimations 
of identity fraud’s impacts have been so disparate2. 

Hence, a limitation of extant understandings of identity 
fraud comprises the absence of conceptual clarity as to the 
identity fraud construct. In responding to this need for conceptual 
development, we develop three broad operationalisation 
principles of the identity fraud construct based on both a review 
of prior literature and the conduct of workshops and focus-
groups comprising industry practitioners that had first-hand 
experiences of identity fraud (Cuganesan and Lacey, 2003). 
These principles comprise method, objectives and context, and 
are discussed in turn below.

2.1.1 Identity Fraud - Method

Identity fraud can involve the adoption or use of a fictitious 
or stolen or altered name. Stolen names can involve the 
unauthorised use of the identity of living or deceased persons, 
while altered names can involve either the use of legitimate 
but previously known names, or variations of the existing 
name that occur due to data entry error when interacting 
throughout the community. Furthermore, when considering 
transactions in the electronic world, identities begin to broaden 
beyond name to also involve other unique identifiers such as 
Personal Identification Numbers (PINs), passwords and other 
knowledge-based identifiers.

A further complication is the concept of identity. Arguably 
identity fraud can relate to most frauds, such as misrepresenting 
employment history or income level. However, much of the 
debate surrounding identity fraud focuses on something more 
fundamental than misrepresenting the circumstances of an 
identity. To distinguish identity fraud from broader fraud, the 
misrepresentation of an individual or entity’s attributable and 
biographical details by themselves alone, such as address and 
date of birth/registration, is outside the scope of the study’s 
identity fraud conceptualisation. It is, however, possible for 
identity fraud to occur should a culmination of attributable 
and/or biographical details infer that an identity is being 
impersonated. 

2.1.2 Identity Fraud - Objectives

The objectives of the identity fraud perpetrator are many 
and varied. For example, identity fraud can result (if successful) 
in direct financial gain, appropriation of services, avoidance 

of payment or financial loss, and intangible benefits, such 
as access to citizenship, professional affiliation and medical 
services, to name but a few. Identity frauds can also feature 
and facilitate other criminal acts such as drug trafficking and 
people-smuggling. The objectives of a perpetrator’s actions 
can thus be categorised as including the financial gain and/or 
appropriation of services, the avoidance of financial loss, and/
or a non-financial but subversive motive. Importantly, intent 
needs to exist at the time of the fraudulent event for it to be 
labelled as an identity fraud, be it the provision of a service or 
benefit or the issuing of an identity document. Mere receipt of an 
identity token, such as a driver’s licence that contains spelling 
mistakes with respect to name does not mean that the holder 
is an identity fraud perpetrator. Furthermore, cases where an 
alteration of an identity occurs for bona fide purposes, such as 
for aliases and witness protection schemes are also considered 
to be outside the bounds of identity fraud. 

2.1.3 Identity Fraud - Context

Identity fraud can manifest in two distinct contexts in 
relation to organisational impacts. The first involves the creation 
of a new relationship between the identity fraud perpetrator 
and the organisation. Examples of this include applications for 
a new account, a new facility, or a new benefits stream through 
the use of fictitious, altered or stolen identities where the 
identity has not been presented to the organisation before. The 
second involves the appropriation of an existing relationship 
between a real identity and the organisation by the identity fraud 
perpetrator, an example of this includes the impersonation of 
an account holder to draw cash benefits. A requirement here is 
that of an explicit act of impersonation, such as stolen credit 
cards that require the signing of another person’s name (i.e. 
the original card holder’s signature). Excluded are acts of card 
skimming on blank cards where no act of impersonation exists. 
Otherwise, too broad an interpretation of identity fraud results. 
Thus, skimming of account details onto blank credit cards, the 
use of telephones in a break and enter, and the theft of utility 
services through meter tampering are considered outside the 
scope of the identity fraud construct. 

2.2 Managing Fraud Response: The Value-Chain of 
Activities

In addition to operationalising the identity fraud construct, 
a means of characterising and evaluating organisational 
responses is also required. To this end an activity value-chain 
framework was developed (refer to Cuganesan and Lacey, 
2003). We contend that the response of organisations to identity 
fraud can be distilled into two main categories3. Firstly, there 
are those activities undertaken in anticipation of identity fraud. 
Here there is an acknowledgment that identity fraud is a risk 
to the organisation and a proactive response is entered into. 
Secondly, there are activities that only occur in reaction to a 
specific instance of identity fraud being committed against the 
organisation4.  Within each of these anticipatory and reactionary 
configurations are individual activities as presented in Figure 
1. Figure 1 defines these activities and provides examples of 
where they may be applied by organisations in response to 
identity fraud. Of note is the positioning of risk assessment 
activities as outside of the anticipatory and reactionary 
classification scheme. This is because risk assessments can 
relate (and often do) to both activity categories. Hence, it is not 
classified exclusively as an anticipatory or reactionary activity 
in Figure 1.
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Thus an organisation in responding to identity fraud can 
decide where to allocate resources and which activities to 
emphasise in managing performance. Broadly, a ‘proactive’ or 
‘reactive’ stance (or a combination of both) can be taken. A pure 
reactive stance implies that the organisation is not attempting 
to improve its business processes in relation to identity fraud, 
and is potentially reliant on third parties to inform it of identity 
fraud events. Here, an organisation’s resource spend occurs in 
investigating events, recovering amounts lost and restoring any 
reputational losses, and is driven by the level and impact of the 
specific identity fraud events that have occurred. Conversely, a 
proactive approach would see the majority of investment being 
incurred independent of specific identity fraud events. Here, the 
emphasis is on strengthening business processes through risk 
assessments, prevention and deterrence whilst also engaging 
in ‘stress-testing’ these processes through detection activity. It 
is important to note that within both of these ‘proactive’ and 
‘reactive’ configurations, different levels of emphasis can be 
placed on individual activities. 

In terms of normative prescriptions on ‘appropriate’ 
configurations of the fraud response value-chain, more work 
within the fraud and identity fraud research disciplines is 
required. However, insights into the configuration of these fraud 
response value-chains may be generated through reference to 
the cost-of-quality literature (Juran, 1962; Roth and Morse, 
1983; Schneiderman, 1986; Shank and Govindarajan, 1994). 
This literature categorises costs associated with product quality 

into four; namely, prevention (costs incurred to avert defects 
occurring), appraisal (costs incurred in identifying defects), 
internal failure (costs associated with correcting defects 
identified prior to customer delivery) and external failure costs 
(costs associated with correcting defects subsequent to customer 
delivery). While an argument in this literature has been that 
an optimal level of conformance exists which minimises total 
quality costs (Juran, 1962), this approach has been criticised 
because it underestimates the true impacts of external failure 
on customer satisfaction, market share and organisational 
reputation (Deming, 1986; Schneiderman, 1986). Instead, a 
‘zero defects’ approach is prescribed where it is argued that 
investments in prevention activities are returned several-fold 
through lower failure costs (Shank and Govindarajan, 1994), 
with the next best alternative for enhanced performance being 
a focus on detection (Roth and Morse, 1983). 

Applied to fraud and identity fraud, these arguments 
suggest that the greater the resource spend on anticipatory 
activities, the better will be the organisation’s performance in 
combating identity fraud. Specifically, prevention activities 
offer the most ‘value’ in terms of reducing the impact of fraud 
and failure costs. Here, failure costs as per the costs-of-quality 
literature is equated in the identity fraud context to the costs of 
investigation, recovery and restoration activities, together with 
the net identity fraud losses sustained by the organisation5. 
Furthermore, detection activities should be emphasised next 
in terms of isolating suspicious or fraudulent events before 

Risk Assessment: Activities that relate to the prioritisation and identification of identity threats. This 
excludes the actual implementation of controls. Can have an anticipatory and/or reactionary focus. 
Examples: threat evaluations and risk estimates; periodic risk reviews. 

Anticipatory Activities  

Prevention and Deterrence: Activities related to strategy, policy and procedural development and 
implementation to avoid an identity fraud being perpetrated. Also includes activities related to the 
promotion/communication of disincentives to commit identity fraud acts. 
Examples: research and development for enhancement of identity documents/ tokens; training of 
staff; media campaigns, communications of penalties for committing identity fraud; and front-office 
validation of identity documents/ tokens. 

Detection: Activities related to the discovery of anomalies/events that may warrant further 
investigation.  
Examples: database cleansing, data matching, and analysis of usage patterns. 

Reactionary Activities 

Investigation: Activities related to the inquiry/following-up of detected/suspicious identity fraud 
acts.
Examples: evidence/data collection, liaison with law enforcement personnel, additional surveillance 
to confirm/reject suspicions 

Recovery: Activities related to the recouping of losses/benefits that are directed at the perpetrator 
and which may be undertaken internally within the organisation and/or externally such as through the 
judicial system or debt collecting organisation.  
Examples: preparation of evidence briefs, time spent negotiating with the perpetrator and/or in the 
judicial system, legal costs. 

Restoration: Activities related to attempting to re-establish the victim’s position prior to the identity 
fraud occurrence. These activities are conducted in addition to those related to recovery and are not 
directed at the perpetrator.  
Examples: media campaigns to reassure stakeholders in response to identity fraud attack, transaction 
costs associated with hiring new staff (where staff involved in identity fraud attack), time spent to re-
establish circumstances of the identity.

Figure 1: Identity Fraud Activity Value-Chain
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amounts lost become sizeable. However, the transferability 
of costs-of-quality prescriptions to identity-fraud may be 
problematic due to significant and irreducible differences in 
context.

The methods through which identity fraud can be 
perpetrated are arguably less standardised than an organisation’s 
production processes. In the latter, inventory and goods need 
to pass through a pre-defined sequence of steps and worked 
upon in a particular manner to be converted into the finished 
product. In contrast, the method by which the former occurs is 
only limited by the imagination of the perpetrator. As discussed, 
identity fraud could comprise the theft of a real person’s 
identity, either living or deceased, the fabrication of a fictitious 
identity or the opportunistic utilisation of documentation that 
supports an altered identity (that contains spelling errors for 
example). Similar, the identity fraud could occur through 
the organisation’s physical offices, call-centres or electronic 
channels and could comprise the opening of new facilities or the 
take-over of existing. There is thus a greater degree of variation 
in identity fraud methods and lack of visibility over these vis-à-
vis organisational production processes. Thus it remains to be 
seen whether the prescriptions identified are transferable to the 
identity fraud context, and whether an optimal configuration 
of activities exists which leads to enhanced performance in 
responding to identity fraud. 

3. Research method

3.1 Research Sample

The research presented herein derives from a sample of 29 
Australian public and private-sector organisations to evaluate 
the nature, cost and impact of identity fraud, and the manner 
of organisational responses to identity fraud. The targeted 
participants were each organisation’s Head of Fraud Department 
(or equivalent). Interviews were held comprising 1-2 hours 
duration where a structured questionnaire was administered 
for the eliciting of information on identity fraud response6. In 
addition to this, information on the resources spent on identity 
fraud response as well as the associated losses for the period 
2001-02 was collected from these organisations. 

Given that identity fraud was not likely to impact all 
industries equally (Federal Trade Commission, 2003), it was 
important to identify those settings containing significant 
incentives of identity fraud perpetrators to attack and, 
consequently, where investigating organisational responses 
was most imperative.  Existing evidence on the propensity of 
certain industries to be victims of identity fraud was utilised to 
effect this, such as prior studies conducted in seeking to rank 

industries in relation to total fraud exposures (refer to Federal 
Trade Commission, 2003). Thus the sample is non-random, 
reflecting those organisations that collect and disburse sizeable 
financial benefits and other goods and services, which rely 
upon identity registration and authentication in their processes, 
and thus are more likely to be victims of identity fraud. In all, 
29 organisations provided information and data about identity 
fraud as presented in Table 1.

3.2 Assessing Fraud Response

Collecting information on the resource spend of 
organisations on identity fraud and the associated losses 
proved problematic because identity fraud as a phenomena or 
event was not attributed costs by the majority of participants. 
Furthermore, the resources of fraud and other departments were 
rarely dedicated to specific identity fraud responses. Rather, 
resources were often focused on all types of fraud. Given 
these challenges, activity-based costing (ABC) techniques 
were utilised to estimate the resource spend on identity fraud 
response. 

Having extracted cost information on the relevant 
resources from their organisational accounting systems for 
the period 2001-02, participants were required to attribute 
resource costs to individual activities on the basis of some 
measure of consumption by each activity. For personnel 
resources, this attribution was largely done on the basis of the 
percentage of time spent on identity fraud and the nature of 
that time spent (prevention versus detection, for example). For 
technology resources, this was done using estimates of the 
proportion of time used for identity fraud versus other uses 
and/or the proportion of system outputs that were identity-
fraud related versus other uses. The specific activity these 
costs were attributed to depended on the nature of the system. 
For example, the costs of technologies used to detect identity 
anomalies in an organisation’s database would have been 
attributed to the detection activity. 

To obtain financial loss information, organisations were 
asked to provide losses that were written-off during the financial 
year 2001-02 due to identity fraud. Losses that were not 
written-off during 2001-02 (irrespective of whether an identity 
fraud event had occurred) were excluded as the organisation 
either considered that some degree of recoverability existed or, 
alternatively, insufficient information existed to write-off that 
debt. As such, financial losses were operationalised as amounts 
written off due to identity fraud. 

Participants were also asked to respond to an identity fraud 
management and control questionnaire. The questionnaire, to 

Respondent Classification Number of 
Respondents 

% of 
Respondents 

Financial Services 13 45% 

Communications and Infrastructure 9 31% 

Retail 2 7% 

Government Organisations 3 10% 

Other Organisations 2 7% 

Total 29  

Table 1: Sample Demographics by Industry
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be completed by an organisation’s Head of Fraud Department 
(or equivalent), asked each respondent to categorise and rank 
responses on a 5-point Likert scale (in most cases) in relation 
to the items depicted in Figure 2. The questionnaire ratings 
provided information on the extent and nature of the activities 
performed by the various organisations. 

4. Results

4.1 Identity Fraud Response Value Chains and 
Performance

To assess the configuration of activities performed in 
responding to identity fraud, the organisational resources 
expended in their conduct were investigated through an analysis 
of the outputs of the ABC process. As indicated in Table 2, 
the majority of organisational resources were expended in 
the anticipatory activities of risk assessment, prevention and 
deterrence, and detection. Furthermore, most resource spend 
(42%) occurred in prevention and deterrence, with the second 
most (34%) occurring in detection. Prima facie, this finding is 
consistent with the normative prescriptions adapted from the 
costs-of-quality literature that prescribed a primary emphasis on 
prevention activities with a secondary focus on detection if the 
costs of ‘non-conformities’ were to be minimised. However, it 
is important to note that resource spend per se does not indicate 
the effectiveness of activities but the amounts consumed in 
the conduct of the activities only. It is thus difficult to infer 
performance consequences using resource spend data alone.

In attempting to draw out the performance implications of 
different value-chain configurations, we turned to the ratings 
of prevention and detection controls. Based on the ratings 
assigned, organisations were classified as having high, medium 
and low prevention and detection.  In addition, we used identity 
fraud loss information (adjusted for organisational size using 
total assets as a proxy) as measures of ‘identity fraud response 
performance’. The rationale for doing so was its popularity as 
a means of measuring identity fraud performance across the 
majority of organisations interviewed. As such, we examined 

the average dollar loss per $1,000 of total assets across the 
various prevention and detection groups. The small sample 
numbers imposed limitations on the analysis of quantitative 
data. For example, rather than analysing loss data by prevention 
and detection simultaneously, this had to be done sequentially, 
with differences in levels of the other variable qualitatively 
commented upon. Furthermore, the reduced group numbers 
precluded any comments on statistical significance. Thus, the 
analyses presented in Table 3 and 4 are indicative only.

Consistent with costs-of-quality prescriptions, Table 3 
indicates that high prevention organisations also reported 
the lowest average losses. However, the losses sustained by 
medium prevention organisations were marginally higher 
relative to low prevention organisations. Interestingly, 
organisations with medium prevention tended to also have 
high or medium detection. In contrast, organisations with low 
prevention had a predominance of low detection capabilities. 
A potential explanation involves the inter-dependence of the 
detection and loss variables. Losses reported by organisations 
were those they had detected. Thus, it is conceivable that 
low prevention organisations that also tended to possess low 
detection capabilities may have incurred identity fraud losses 
but not detected and reported these. Consequently, their 
average losses may have been understated. Indicative support 
is thus provided for the prescription that increased prevention 
does translate into reduced identity fraud losses, despite the 
changing and fluid nature of identity fraud manifestations.

The above explanation is further supported by the results 
presented in Table 4, which examines identity fraud losses across 
detection groups. High detection organisations reported higher 
losses vis-à-vis medium detection organisations. However, 
lower detection organisations reveal an anomalous result with 
significant higher losses being detected. Investigating further 
revealed that one organisation was in a business where the 
‘values’ transacted were much higher than the remainder of the 
sample, whilst two others had recently implemented a detection 
capability, revealing a number of long-running identity frauds 

Routledge

Top management layer’s awareness of the problem; 

Frequency of risk assessments; 

Extent and frequency of training and awareness raising programs; 

Nature and sophistication of preventative controls; 

Frequency and extent of detection programs; 

Investigation frequency; and, 

Reporting of occurrences. 

Figure 2: Questionnaire Items

Activity Cost $ Relative % 

Risk Assessment 54,424,840 14% 

Prevention & Deterrence 167,762,691 42% 

Detection 134,857,761 34% 

Investigation 11,227,740 3% 

Recovery 11,289,474 3% 

Restoration 21,162,159 5% 

Total Resource Spend 400,724,664 100% 
Table 2: Activity Configuration
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for the first time. These factors, together with the low group 
numbers, explain the higher average losses reported by the low 
detection group7.

Taken together, the results indicate a need to consider 
both prevention and detection in managing and evaluating the 
value-chain of activities performed to combat fraud. The results 
indicate that higher levels of preventative controls reduce the 
levels of losses sustained. However, the moderating effects 
of detection also require consideration. Losses reported in 
organisational information systems and detection capabilities 
are interdependent. While a higher detection capability may 
reduce the extent of losses sustained through a more timely 
identification of fraud, it is also likely to be associated with 
higher losses being reported for identity fraud or traced to 
their identity fraud cause in the short-term. In interpreting the 
above results, it is also important to consider some of the other 
factors that impact on organisational performance in identity 
fraud loss reduction, as presented in the following section. 

5. Conclusions

Identity fraud represents a significant challenge for 
organisations and their fraud departments to counter. Despite 
this, a lack of research exists on how performance should 
be managed and response configured. To this end, the 
contributions of this paper are two-fold. Firstly, a framework 
that both operationalises the identity fraud construct and 
facilitates the measurement and evaluation of organisational 
responses in terms of a ‘value-chain’ of activities is presented 
and applied. Secondly, exploratory evidence is provided on 
how fraud departments are responding to identity fraud and 
the efficacy of these responses. Given the fragmentary nature 
of extant understandings of identity fraud and organisational 
responses, the frameworks developed and evidence presented 
are proffered as a means of facilitating ‘cumulative’ work, 
through both the ongoing refinement of concepts and the 
testing of the indicative findings presented herein.

The evidence presented indicated that the majority of 
organisations sampled emphasised the ‘anticipation’ of identity 
fraud and, in particular, activities performed in relation to 
prevention, deterrence and detection. However, it is difficult 
to conclude on the efficacy of response utilising resource 
spend information alone. Examining the extent of prevention 
controls and detection capabilities enabled the identification 
of performance consequences. Organisations with more 
sophisticated preventative controls also reported lower losses. 
Counter-intuitively on first glance, organisations with higher 

detection capabilities reported higher losses (other things being 
equal). Although it is argued that greater detection capabilities 
will result in more timely discoveries of fraud and identity fraud 
and, thus, less losses, greater detection capabilities resulted 
in the identification of more losses as identity fraud. This 
dual-impact is important to consider when fraud department 
managers are choosing the extent to which different activities 
comprising the identity fraud response value chain are 
performed and performance measured on an ongoing basis. In 
the short-term, an investment in greater detection might result 
in the opposite effects to those expected; namely, an increase 
in identity fraud losses. However, the results indicate that these 
losses may reduce in the long-term if this ‘intelligence’ can be 
translated into preventative efforts.

Given the lack of prior research, the results presented are 
exploratory at best. A number of limitations suggest caution 
in interpretation. Firstly, the low number of organisations able 
to provide accurate information on their identity fraud losses 
impinged upon the data analysis and the results presented. 
Secondly, only losses detected by organisations were captured 
and analysed herein. No attempt was made to account for losses 
undetected or the non-financial losses sustained as a result 
of identity fraud, such as the impacts on the organisation’s 
reputation and image. Furthermore, the losses sustained were 
standardised for comparison purposes using total assets as a 
proxy of organisational size. Given the focus on identity fraud, 
a volume-based measure such as the number of customer 
transactions may have been a more suitable measure. Finally, 
the impact of moderating variables was not controlled for in 
the investigation of fraud response performance. These could 
include industry factors, incentives to perpetrate and time-lags 
between fraud response and effects on loss. 

In conclusion, a number of avenues exist for further 
research. Further empirical evidence as to the performance 
consequences of different fraud response activity 
configurations is required. This can also be extended to 
consider other types of fraud and can result in the building of 
fraud performance theories that offer prescriptions for further 
testing by researchers as well as important insights for fraud 
practitioners. In addition, the data presented suggests that a 
number of challenges exist for organisations in measuring the 
performance of their fraud departments. The extent to which 
existing performance measures are suitable and effective for 
performance measurement in organisational support areas 
such as fraud departments represents another area that merits 
further consideration.  Such research is considered timely given 

Prevention Level N
Average Loss Per $1000s  

Total Assets 
High  6 2,859.94 
Medium  16 4,769.30 
Low 7 4,433.13 

Table 3: Loss Performance by Prevention Analysis

Detection  Level N
Average Loss Per $1000s  

Total Assets 
High  13 2,433.94 
Medium  8 921.79 
Low 8 10,685.60 

Table 4: Loss Performance by Detection Analysis
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the available evidence on identity fraud’s sizeable impact on 
contemporary organisations and the scarcity of evidence on the 
efficacy of organisational responses to this significant risk.
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Endnotes

1. Identity theft meaning the theft of a real person’s identity, 
it is also important to acknowledge that these trends may 
also be the result of improved awareness and reporting.

2. Within Australia alone, identity fraud has been referenced 
as costing anywhere between $1.1 billion and $4.5 billion 
per year. In the United States, the disparity in costs has 
been stated as anywhere between $1 billion and $50 billion 
per year.

3. While developed in relation to identity fraud, the value 
chain of activities is generic enough to be applied against 
other types of fraud.

4. This classification is consistent with that prescribed by 
the (Home Office, 2000), who utilise an anticipation-
consequence classification.

5. Failure costs involve corrective actions taken by 
organisations and the losses sustained as a result of 
‘non-compliance’, be this a poor quality product or the 
circumvention/breakdown of fraud control processes.  As 
such, failure costs comprise the investigation, recovery 
and restoration work done by an organisation in response 
to an identity fraud event as well as the irrecoverable 
losses sustained as a result. Conceivably, internal and 
external failure impacts can be distinguished by reference 
to whether the identity fraud involves (a) a legitimate 
customer and (b) is detected and its impacts rectified 
before the customer whose identity is taken over becomes 
aware of this. This distinction is not drawn herein due 
to the practical difficulties in measuring internal versus 
external failure.

6.     In addition, an unstructured discussion on the issues and 
challenges facing organisations in responding 

        to this crime was held, the results of which are presented 
in a separate paper.

7. While these cases would have ordinarily been excluded 
from the analysis on the basis of being ‘outliers’, the 
low group numbers resulted in their inclusion with their 
anomalous effects commented upon.

6. References

BITS Fraud Reduction Steering Committee, (2003), Financial 
Identity Theft: Prevention and Consumer Assistance, 
Washington, D.C, BITS Financial Services Roundtable.

Braun, R. L., (2000), “The effect of time pressure on auditor 
attention to qualitative aspects of misstatements indicative 
of potential fraudulent financial reporting”, Accounting, 
Organizations and Society, Vol 25(3), pp.  243-259.

Cabinet Office, (2002), Identity Fraud: A Study, London: 
Economic and Domestic Secretariat, Cabinet Office.

Cuganesan, S., and Lacey, D., (2003), Identity Fraud in 
Australia: An Evaluation of its Nature, Cost and Extent,  
Sydney, Standards Australia.

Deming., W. E., (1986), Out of the Crisis. Massachusetts, 
MIT.

Federal Trade Commission, (2003). Information on Identity 
Theft for Consumers and Victims From January 2002 Through 
December 2002,. United States, http://www.consumer.gov/
idtheft/reports/CY2002ReportFinal.pdf.

General Accounting Office, (1998), Identity Fraud: Information 
in Prevalence, Cost, and Internet Impact is Limited, Briefing 
Report to Congressional Requesters, United States, GAO/
GGD-98-100BR.

General Accounting Office, (2002), Identity Theft: Prevalence 
and Cost Appear to be Growing, Report to Congressional 
Requesters, United States, GAO-02-363.

Givens, B., (2000), Identity Theft: The Growing Problem of 
Wrongful Criminal Records. SEARCH National Conference 
on Privacy Technology and Criminal Justice Information, 
Washington, D.C., June 1.

Graycar, A. and Smith. R., (2002), Identifying and Responding 
to Electronic Fraud Risks, 30th Australian Registrars’ 
Conference, Canberra, November 13.

Home Office, (2000), The Economic and Social Costs of 
Crime, London, Home Office.

Juran, J. M., (1962), Quality-Control Handbook,. New York, 
McGraw-Hill.

Knapp, C. A., and Knapp. M. C. , (2001), ”The effects of 
experience and explicit fraud risk assessment in detecting 
fraud with analytical procedures”, Accounting, Organizations 
and Society, Vol 26(1), pp.  25-37.

Lacey, D. and Cuganesan. S., (2004), ”The Role of 
Organisations in Identity Theft Response: The Organisation-
Individual Victim Dynamic”, Journal of Consumer Affairs, Vol 
38(2), pp.  244-261.

Main, G. and Robson. B., (2001), Scoping Identity Fraud, 
Canberra, Commonwealth Attorney-General’s Department.

Matejkovic, J. E. and Lahey. K. E., (2001), ”Identity theft: no 
help for consumers”, Financial Services Review, Vol 10  pp. 
221-255.

May, G., (2002),. ”Stop Thief! Credit Bureaus and Creditors 
”Silent” Co-conspirators to Identity Theft?”,  Journal of Texas 
Consumer Law, Vol 5(3), pp.  72-80.

Moore, A.-M., (2002),. ”ID Theft: Asia’s Credit Bureaus Need 



21December 2007

The Decision to Enter Voluntary Adminstration

More Proactive Role.” The Asian Banker, October, Vol 1.

Rezaee, Z., (2005), ”Causes, consequences, and deterence of 
financial statement fraud”, Critical Perspectives in Accounting, 
Vol 16(3), pp. 277-298.

Roth, H. P. and Morse. W. J., (1983), ”Let’s help measure and 
report quality costs”, Management Accounting, (April), pp.  
226-229.

Schneiderman, A. M., (1986), ”Optimum quality costs and zero 
defects: are they contradictory concepts?”,  Quality Progress,  
(November), pp.  28-31.

Shank, J. K. and Govindarajan. V., (1994), ”Measuring the cost 
of quality: a strategic cost management perspective”,  Journal 
of Cost Management,  (Summer),  pp. 5-17.

Supreme Court of the State of Florida, (2002), Statewide Grand 
Jury Report: Identity Theft in Florida, First Interim Report of 
the 16th Statewide Grand Jury, Case No: SC 01-1095.

Willox, N. and Regan. T. M., (2002), ”Identity Fraud: Providing 
a Solution”,  Journal of Economic Crime Management, Vol 
1(1), pp. 1-15.




